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Introduction

Fidelis Wealth Management LLC (the “Company”) is required to have in place a Business Continuity Process
in line with the requirements of the National Bank of Georgia for providers of Licenced services.

This Business Continuity Process of the company is divided in three components:

- The Business Continuity Plan (“BCP”)
- The Disaster Recovery Plan (“DRP”’)
- Business Continuity Management (“BCM”)

The company has its registered office situated in Thilisi. The company has the resources listed in this
document currently in operation, in the event that a limited scale disaster occurs and disables or partly
disables its operations.
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Definitions

Antana

BCM

BCP

NBG

DRP

SILKNET

Netability

Parallels virtual desktop

Sage

Start KYC

a software used for investment services providers
and portfolio management. Provides detailed
information on financial instruments and clients
positions/portfolio.

is a management function the purpose of which is
to identify potential threats which may affect the
company and to design a responsive framework to
safeguard the company’s interests as well as that
of its customers.

a document defining the advance planning and
preparations that are necessary to minimise loss
and ensure continuity of the critical business
functions of the company in the event of
disruption.

means the National Bank of Georgia.

a document that defines the resources (hardware,
software, communications, data as well as human
resource), actions and tasks required for the
recovery of the infrastructure needed to support
the company’s business functions.

a communications services provider in Thilisi.

a Swiss company with expertise in the Information
Technology sector as System Integrator and Cloud
Service Provider.

provides a complete virtual app and desktop
solution to meet needs from a single, easy-to-
deploy platform. It gives employees the freedom
to work from anywhere while cutting IT costs.
Deliver Windows, Linux, web, and SaaS
applications or full virtual desktops to workers on
any device, anywhere.

an accounting software.

an independent provider of data intelligence to
major financial institutions, retailers, airlines,
employers, and a wide variety of organisations.
They operate in the field of Customer Due
Diligence, covering KYC, On-Going Monitoring, and
Enhanced Due Diligence (EDD) as well as a totally
unique database covering Fraud Intelligence,
drawing together extraordinary amounts of
disparate information to create a powerful
overview of potential customers and employees.



Review and Approval

This document has been reviewed and approved at the Board of Directors meeting of the company held in
October 2018.

The Board of Directors are advised of any changes to the plan and approve the policy/plan accordingly.

Business Continuity Management

The company’s Management Function helps to identify any potential threats which may affect its business
and helps design a responsive framework to safeguard its interests and that of its customers.

With the help of Netability the company’s service provider, the company tests the BCP and the DRP on an
ongoing basis and therefore takes a proactive approach and gives the necessary attention to the critical
resources of the organisation.

The BCM is composed of the following:

e Nugzar Dvali as Local Director and acting as co-ordinator
e Revaz Machaidze as Manager and acting as assisting co-ordinator

Responsibilities of the co-ordinators are:

e The co-ordination of key personnel

e Overseeing the identification and review of critical tasks that are essential during the recovery
process

e Establishing an ongoing training programme to promote companywide awareness of the recovery
function

e Establishing a timetable for the regular review and updating of plans, resources and procedures to
ensure that changes to critical procedures, functions and documentation are included in the plan

e Co-ordinating at least annually testing of the plan as needed and report the results thereof to the
executive management

e Keeping all personnel abreast as necessary with any changes

e Maintaining a contact with suppliers to assure support during a recovery effort

e Acting as a point of liaison for contingency planning issues between information resources and
other business units

e Meeting on a regular basis with the recovery teams to review responsibilities required during a
recovery effort

e Maintaining contracts for alternate facilities and/or services

e Providing input for performance reviews of contingency planning

Appendix 2 provides more details of the above mentioned co-ordinators.



Business Continuity Policy (“BCP’’):

1. Analysis

Upon evaluating worst case scenarios which could render the company inoperable in such events as large
scale power cuts, internet systems down, fires and evacuation from buildings — the following has been
determined (please refer to Appendix 2 for further detail):

e The BCP co-ordinator and assisting co-ordinator

e Key personnel required to help in the recovery process

e Clear lines of authority and substitutes

e Telephone numbers of all the persons mentioned above

o Details of any agreements with third parties to ensure resumption of operations and any contact
details referring to the same

e An outline of the main steps to resume operations

e Data backup and recovery

e Communications with regulators

e How the company will ensure customer’s prompt access to their funds and securities in the event
that operations are not continued

2. Solution design and implementation

IT System Thilisi

Physical Hardware

The Thilisi office is equipped with Cat 5 cabling intranet network supplying the rooms of the premises.
Computer Equipment consists mainly of conventional all-in-one pc’s.

IT Hardware and Internet Management

The company does not make use of a server room as the intranet communication is handled by Netability.
All operations from the different users are made via Parallels Virtual Desktop.

Whilst the telephone lines are powered by Power Over Ethernet and do not have backup power resources
the company has cell phones which can be readily used to continue with any imminent business it was
conducting prior to the power cut.

Power distribution and transfer to redundant system

The office floor electricity is supplied by a government system localised for the office block in which the
current office resides. In the event that government electricity shuts down, each computer and modem is
equipped with a UPS which can furnish power to the respective users for more than 30 minutes. This gives
more than ample time for the respective MCB boxes to transfer power demand to the generator.

Software

All the software programmes used by the company are in situ on the servers managed by Netability. These
programmes include:

1. Antana Software for Back Office management of clients and regulatory reporting for the Italian
authorities



2. Sage Software for the management accounting of the company
3. Start KYC Due Diligence Software
4. Other ancillary software for the general administration of the company

Business continuity for the financial markets

The Parallels virtual desktop allows connectivity with the trading platforms and the respective markets
through its managed high-security servers located in Switzerland.

The intranet connection to the virtual desktops can be made via:

1. PC’s,
2. Mobile smart phones
3. Tablets

thus enabling to a great extent “business continuity” at all times.

In the same way, for Bloomberg Anywhere, the respective users can operate with great flexibilty by
various medii simply through an internet connection.

Access to the trading platforms can be made exclusively by:
¢ Executive Director - Nugzar Dvali
¢ Portfolio Manager - Revaz Machaidze

Parallels has allowed the company to have guaranteed continuity of service in unavoidable,
unprecented acts of God from anywhere and as quickly as the operators can be transferred to the new
site.

Human Resources

Due to the size of the company, all employees within the respective departments know how to perform
their colleague’s tasks. Thus the company can still operate at 50% capacity.

Vacation leave approval is performed through a supervisor/approver system were the supervisor is given all
the vacation leave requests which are mapped out on the intranet calendar and the approver grants
approval following the advice given by the supervisor’s consideration of all departments.

Detailed Internal Procedure’s, covering all the essential tasks of the organisation are provided to each
employee, the employees then sign off the company’s Compliance Manual as proof of having read and
received all the said procedures and policies of the company.

The Key Staff is listed in Appendix 2 to this document.

3. Training and Testing

The co-ordinators test the BCP on a periodic basis with a minimum of once annually. The co-ordinator and
assisting co-ordinator see that all processes work and due to the limited amount of staff organise
workshops showing the other key staff how the whole process works.

4. Maintenance

This BCP is reviewed and approved by the Board of Directors at least annually and a copy is distributed to
all staff for awareness. Training to staff is scheduled periodically at least once annually.



Disaster Recovery Plan

The evolution to a virtual desktop system operated via Parallels complimented with offsite Data
management and backup as well as Bloomberg Anywhere means that respective users are able to operate
from any remote location with an internet connection. Remote location access is triggered via approval
from the following only:

e  Executive Director — Nugzar Dvali
e Portfolio Manager — Revaz Machaidze

This means that in the event of fire or acts of God, which affect materially and significantly the company’s
soft/hardware systems — the company can still operate remotely as fast as the users can be relocated.

Record Keeping
Current and previous year data

Each department holds a soft and hard copy of the current and previous year data. Hard copies are kept in
the individual cabinets of the respective departments.

Soft copies are backed-up on the server farm facilities provided by Netability SA. The company also
installed a call register system for all orders made through phone calls at the office which will be registered
and saved as soft copies.

Archives
This information relates to all other years not included above as per current company policy:

- All information and documentation are held for 5 years from the termination of the relationship
with the said counterparties

Soft Copies respect the same time frames dictated by the hard copies.

Location of data storage and backup

Apart from having a hardcopy of all contracts and critical materials necessary for organisational survival,
the company stores a softcopy on its remote data server in an offsite location

Nugzar Dvali Revaz Machaidze

Co-ordinator Assistant co-ordinator



APPENDIX 1

Plan of offices to be replaced with one for new office



APPENDIX 2

Key Staff and Co-ordinators

Nugzar Dvali
Georgia, Rustavi, Meskhishvili Street, building 11, app. N13

Revaz Machaidze
Georgia, Thilisi, Vazisubani settlement, IV micro/district, | block, app. N12

Clear lines of authority and substitutes

Nugzar Dvali

A 4
Revaz Machaidze

\ 4

Staff

Suppliers

Netability SA

Attn: Enzo Tonniolo/ Fabio Zagari

Via Pobiette 11 CH-6928 Manno, Swizerland
+41 91 600 2666

Silknet

GEORGIA, 0112 TBILISI, TSINAMDZGVRISHVILI STR. Ne95
TEL: +995 32 210 00 00

FAX: 32 995 00 210 01

GLK-MAIL THE: INFO@SILKNET.COM

ELIT ELECTRONICS
Tbilisi Georgia
+995 322 48 48 48

¢/o Telephone System
Not applicable momentarily


http://silknet.com/?module=contact&language=ge

Communications with regulators

National Bank of Georgia
National Bank of Georgia

2 Sanapiro St.

0114 Thilisi. Georgia

Tel: (995 32) 240 6120

Fax: (995 32) 240 6577

Hot Line: (995 32) 240 6406;
(995 32) 240 6408
E-mail:info@nbg.gov.ge
URL: www.nbg.ge

Insurance brokers

Alternatives are being evaluated


https://www.nbg.gov.ge/
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